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1
Decision/action requested

It is requested to approve the proposal into TS 33.835.
2
References

 [1]
3GPP TR 33.835 Study on authentication and key management for applications based on 3GPP credential in 5G

3
Rationale

The Potential security requirements of key issue#12 in TR 33.835 are: 1) Both anchor keys and derived sub-keys shall be provided with a maximum lifetime; 2) The lifetime of the derived sub-keys shall not exceed the lifetime of the anchor key; 3) Either end on AKMA interfaces shall allow for renegotiation of keys when key lifetime is expired.
This solution proposes how application key KAF is renegotiated when key lifetime of KAF is expired while anchor key KAKMA is not expired.
4
Detailed proposal

*************** Start of Change 1 ****************
6.X
Solution #X: Key freshness in AKMA
6.X.1 Introduction
This solution addresses key issue #12.
It is assumed that the derived sub-keys (i.e., application key KAF) is not exceed the lifetime of the anchor key KAKMA. When the key lifetime of KAF is expired, the application key KAF shall be renegotiated.
6.X.2 Solution details
Once the UE has been successfully authenticated by the Anchor Function, the UE has the necessary keying material to establish secure communication with any AKMA AF. Once the UE and the NAF have established that they want to use AKMA then every time the UE wants to interact with an NAF the following steps are executed as depicted in Figure 6.X-1.
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Figure 6.X-1: Usage procedure
1. 
The UE starts communication with AKMA AF. The UE supplies the temporary identifier to the AKMA AF. The temporary identifier is generated in the procedure of bootstrapping authentication of AKMA and used to bind the subscriber identity to the keying material.
2. 
The AKMA AF may check if the KAF lifetime is expired, if so the AKMA AF requests key material corresponding to the temporary identifier supplied by the UE. The AKMA AF supplies the temporary identifier and AKMA AF identifier to the Anchor Function. 
3. 
The Anchor Function checks the lifetime of KAKMA. If the KAKMA is expired or the remaining lifetime of KAKMA shorter than the lifetime of KAF going to generated, the Anchor Function shall trigger to renegotiate a new KAKMA. Otherwise, Anchor Function derives the key KAF from the key KAKMA. KAF is computed as KAF = KDF (KAKMA, "AKMA-me", RAND, UE identifier, AKMA AF identifier, Nonce), where KDF is the key derivation function and Nonce is a random number generated by Anchor Function.
4. 
The Anchor Function supplies to AKMA AF the requested key KAF, as well as the Nonce and the lifetime of KAF.
5. 
The Anchor Function stores the key KAF and lifetime of KAF.
6.  The AKMA AF supplies the Nonce and lifetime of KAF to the UE. The AKMA AF calculates a MAC using KAF to protect the integrity of the message.
7.  The UE derives the key KAF from the key KAKMA and the key derivation parameters according to step 3. Then the UE checks the MAC using KAF.
*************** End of Change 1 ****************
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